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Purpose and scope

The Cryptshare tool is used within the Uppsala Region for secure exchange of
information between two parties where at least one is an employee of the Region.

This manual is only a supplement to the main manual "Cryptshare -
Anvandarhandledning (en) - User Manual” and you can use for QUICK reactivation.
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Description
Only when

- QUICK has been active before and stopped working,

- or when you want to share your existing feature mailbox QUICK from
your browser to another colleague's browser.

Cryptshare uses one-time passwords to secure data on the way from (A) to (B). This
is very secure and easy to use when sending transfers to different recipients.

A <QUICK>

If you send data to the same recipient frequently, Cryptshare QUICK Technology
automatically manages one-time passwords between you and your recipients. All you
need to do is create a QUICK connection with each recipient.

Once QUICK is enabled, you can send and receive transfers without a password.

When there is QUICK between two users and one of them has lost / reset browser,
changed browser, changed computer or lost cookies, you can re-activate the same
QUICK.

- Re-activation is also used when you need more than one browser
configured with QUICK at the same end as in the case of a group email
account (feature mailbox) where each employee uses the group account
from their own computer (own browser).

If you have launched your browser via the Region Uppsala portal program it will have
a different set of cookies than If you launch it from outside of the portal, which affects
what QUICK connections the browser have access to.

This is also necessary if more than 60 days have passed since the last transfer to the
recipient since QUICK uses a “cookie” that only lives for 60 days.
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Instructions for re-activating QUICK

In these instructions, we assume that the user

e already knows Cryptshare Web,

e has used it before,

e has a verified email account

e and uses Cryptshare well with other users without QUICK.

In these instructions we will show how to re-activate QUICK only.

There is no sender and recipient because both users, both (A) and (B), can have
both roles when using QUICK.

The most common situations are:

Administrative re-activation
A <QUICK > When you have lost/restored browser cookies, changed

browsers or changed computers.

Also when sending files with longer intervals than 30 days.
This cookie lives for 60 days only.

In this case you (A) need the help of Support which creates
a re-activation code to re-activate QUICK.

Step-by-step instructions on page 5.

Re-activation by yourself
When you have QUICK still configured well on one browser

< QuICK > (A1) and you want to configure a second browser (A2).

A2 This is a common situation when you want to use QUICK
with the same group email account for more than one
employee of the same department.

Here you can (Al) create a re-activation code yourself to
configure a second browser (A2). You do not need a code
from Support.

Step-by-step instructions on page 6.
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More complex / interesting scenario
e This other more complex situation can also be solved with
<QUICK > QUICK when different users of two different departments

A2 B2 use group accounts with different browsers.

You can use both types of activation to enable this scenario.
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(a Jgave) (2
Administrative re-activation

You (A) receive an error message when sending or receiving a transfer using QUICK
from (B).
You need a from Support.

Note! Do not confuse: used to re-activate QUICK

Verification code used to verify your mail account

An error message appears when you try to ...
... send a transfer ...or ... ... download the transfer.
=] - =]
Region Uppsala Region Uppsala

QUICK re-activation Options Missing QUICK credentials

5e select one of ihe following options in order to re-activate QUICK access The

for jose.petri.de.lunagiregionuppsala.se on s chent

. or

7/

Select Administrative re-activation + Next Enter the from Support
; Region Uppsala
Reglon Uppsala ‘ Administrative re-activation

QUICK re-activation Options

pase select one of the followng options in order 1o re-activale QUICK access

Server Provide you With 3 re-3ctiva
jose petri.de luna@regionuppsala.se
for jose.petri.de.lunagiregionuppsala.se on s chent

Enter re-activation code

QUICK is re-activated z

Region Uppsala l

Administrative re-activation _

bactlbiomudidarainpoeniatdatis Region Uppsala

E [ |
WCIGRE18X0 v
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Re-activation yourself
Create the QUICK

Client (A1) well configured
can create and offer a to (A2).

(A1) Click Help Click Re-activate

Region Uppsala Region Uppsala

(A2) needs this to re-activate
Click Generate its webbrowser

- =/ - =
Region Uppsala Region Uppsala

Re-activate QUICK
Re-activate QUICK -

You can configure another computer or browser (A2) with the (2]
same QUICK that you already have on this browser (A1). This way,

both browsers A1 and A2 can send with the same QUICK to

recipient B

F (A2) with the (2]
wser (A1). This way,

1. Select the email address from which you (A1) want to copy the
QUICK and click ‘Generate' fo get a re-activation code.

2. When the other browser (A2) tries to send a transfer ta the QUICK
recipient (B), i will be prompted for the re-activation code

3. Ready

Eurther Information..

Select email address:

Securetransfer gruppkonto (securetransfer@regionuppsala.se) v

9MSQ5SBAOOA
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Re-activation yourself
Use the QUICK

(A2) sends or retrieves a transfer from (B) as usual.
(A2) receive the error message and use the from (Al).

Note! Do not confuse: used to re-activate QUICK
Verification code used to verify your mail account

(A2) sends the transfer ...0r ... ... retrieve the transfer.
=} I
Region Uppsala Region Uppsala

QUICK re-activation Options or Missing QUICK credentials
ase sefect one of the folowing oplions in order 10 re-activate QUICK access ) e The "
for jose.petni.de. luna@regionuppsala.se on Inis chent

d of th

Enter the code created by (Al) browser
Select Re-activate by yourself Note! Look at your list of potential donors.

. =] R
Region Uppsala Region Uppsala
QUICK re-activation Options -

Re-activate by yourself

y S The foliowing chents are available 10 generat
for jose.petri.de.lunag@regionuppsala.se on this chent are

Chrome 88.0.4324.104 on Windows 10

QUICK is re-activated

Enter re-activation code
Region Uppsala
Re-activate by yourself /

° Region Uppsala
MZYL3LQAMZ v
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Other possible situations

Sometimes QUICK login information
Sometimes a Reset can help IS missing.

fix a more complex situation. You can find this when it happens.
Region Uppsala Region Uppsala

QUICK re-activation Options Missing QUICK credentials
Piease select one of the following options in order to re-activate QUICK access The download of this transfer is not possible bacause the QUICK access
for jose.petri.de.luna@regionuppsala.se on this client credentials are not available in this browser. To get acoess to transfer contents

you have the following cptions

) Re-activate by yourseif

) Activate QUICK access
O Administrative re-activation

1 Enter transfer password
) Reset

=1
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